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Chapter Approach

Chapter 5 focuses on local area networks (LANs) and the Internet, including cables and devices that connect computers on networks, types of networks, protocols, and network addressing. 
· Section A introduces the fundamental components of networks, such as cables, links, devices, topologies, and communication protocols. 
· Section B extends the discussion of LANs, including a discussion of LAN standards, and then offers details on how to set up a LAN and connect it to the Internet. 

· Section C, Internet Technology, focuses on what it takes to power the Internet. It begins with a brief history of the Internet, and then defines the devices, connections, protocols, and technologies that let users access Web sites, chat online, and participate in multi-player online games.
· Section D, Internet Access, outlines the options for connecting to the Internet. It explains how a dial-up connection works, and then identifies competing technologies, including cable television connections, high-speed digital connections, and wireless systems.
· The TechTalk at the end of the chapter covers the Internet access security, including malicious code, and protections like firewalls.
· The Issue discusses the pros and cons of the free wireless networks that have sprung up, especially around college campuses. 
· The two Course Labs for this chapter give students practice in tracing packet routes across a network and securing a network connection.
Chapter Notes

If your school uses a network, try to set up a computer in your classroom that has a network and Internet connection. Also, install a projection system to this computer so that you can demonstrate networking concepts covered in this chapter.
Section A: Network Building Blocks
Network Advantages and Challenges
This section discusses the benefits of sharing resources.

Discussion topics include:

· Stress that early PCs were designed for solo use, yet the advantages of networking were identified as early as 1976. 
· What good is information, if you can’t share it easily with other people? Shared resources soon followed as an identifiable advantage of networking. Ask students to list the benefits of shared resources and information. Is there a down side?
Student Edition Lab: Refer students to the New Perspectives Web site for a Student Edition Lab called “Networking Basics.”


Network Classifications
This section introduces some of the ways that networks can be grouped into categories.

Discussion topics include:
· Take the students from small to large: a home network with two computers, all the way up to a worldwide network used by a bank, for example. Use Figure 5-3 to aid in your discussion. It shows all the factors that must be considered when you try to classify a network.

Geographic Scope: PANS, NANs, LANs, WANs, and MANs
In this section students learn about categorizing networks according to their geography, that is, by the physical location of the different networked computers. Key terms include: PANS, LANS,  NANS, WANS, and MANS.
Discussion topics include:
· Describe the different scopes. Which of these are familiar to students? Why is it important (or convenient) to describe networks in terms of their scope?

Organizational Structure: Client/Server and Peer-to-Peer
This section describes a method for categorizing networks according to the organizational structure. Key terms include peer-to-peer network, and client/server network

Discussion topics include:
· What is the difference? Use Figure 5-4 to illustrate the difference between client/server and peer-to-peer networking. What kind of structure does your school network use?

Physical Topology
This section discusses how the devices on an individual network can be physically arranged; this is known as topology. Key terms include: node, ring topology, bus topology, mesh topology, tree topology, bridge, gateway, and router.

Discussion topics include:
· Review the different types of topologies, and the advantages and disadvantages of each. For example, a bus topology allows quick and cost-efficient communication of one signal to many users. 
· The most common uses of different topologies. For example, star topologies are used with telephone lines, bus topologies with cable lines, and ring topologies with some local area networks.

· Like network addresses, networks can have both a physical and logical topology. The logical topology describes how data flows across the network. The physical topology refers to the physical layout of the network. 
· Use Figure 5-5 to describe the major topologies. Describe how gateways can connect networks to one another, even those with different topologies. Use the board to draw a series of interconnected networks.

Network Links
This section explains how the nodes on a network are connected to one another. Key terms include communications channel, wired network, wireless network, twisted pair cable, coaxial cable, fiber optic cable, RF signals, transceiver, microwaves, communications satellites, transponder, and infrared light. 
Discussion topics include:
· The different types of communication links available. A communications link enables data transmission through cables, transmitters, and satellites. As technology continues to advance quickly in this area, students should understand the various methods, with their advantages and disadvantages, for data communication. All networks, whatever their geographic scope, organizational structure, and physical topology, rely on some form of link.
· Examine the different kinds of cable. Twisted-pair cable is most frequently used for telephones and data communications, coax cable for cable television, and fiber-optic cable, a relatively new development, is beginning to replace both twisted-pair cable and coax cable as a communication link. If possible, bring in examples of each kind of cable so students can examine them.
· Radio waves and infrared options. Most students will be familiar with the use of radio waves for data communication. However, many will not be familiar with the use of infrared transmissions, even though they use some infrared devices, such as television remote controls. 

· Advantages and disadvantages of various types of network links. Use the following chart:
	Communications Link
	Advantages
	Disadvantages

	Twisted-pair cables
	Most typical communications link means already miles of it in place; shielded twisted pair (STP) cable helps reduce signal noise; unshielded twisted pair (UPT) cable is less expensive
	Limited capacity for data communications; STP cable is more expensive than UTP cable, but the latter is more susceptible to signal noise

	Coaxial cables
	Can carry signals for more than 100 TV channels simultaneously; good capacity for data communications
	Less durable, more expensive, and more difficult to work with than twisted-pair cable

	Fiber-optic cables
	Light signals encounter little resistance when moving through the glass cable, meaning can travel longer distances; single-mode cable has exceedingly high transmission speeds; multi-mode cable easy to install
	Multi-mode cable, though easy to install, has a relatively wide core, resulting in signal distortion and reduced bandwidth

	Radio waves
	Provide wireless transmission
	Before you can use a frequency for communication, it must be licensed from the FCC

	Infrared transmissions
	Provide wireless transmission; an FCC license is not required
	Depends on line-of-sight communication

	Microwave transmissions
	Provide wireless transmission by sending a high-frequency radio signal
	Microwave stations cannot be more than 25 or 30 miles apart

	Satellite links
	A GEO satellite provides continuous coverage over a particular area; an LEO satellite offers transmission delays of only a few hundredths of a second
	A GEO satellite requires a delay of 24 seconds to transmit data; an LEO satellite requires a web of satellites



Analog and Digital Signals
This section explains the difference between these two types of signals.

Discussion topics include:

· What is the difference? Explain the difference between the two types of signal. Use Figure 5-11. 

· Is one type of signal better than the other? Many experts prefer digital, because it’s easier to clean up.


Bandwidth

This section defines bandwidth. Key terms include broadband and narrowband. 

Discussion topics include:

· Define bandwidth, using the highway example given in the book. Discuss the bandwidths of the various forms of connections described in the chart above. 


Communications Protocols

This section discusses the fundamentals of communications protocols. Key terms include packet switching, circuit switching, synchronous protocol, asynchronous protocol, handshaking, simplex, half-duplex, full duplex, checksum, and cyclic redundancy check, 
Discussion topics include:
· Define a protocol: a set of rules that describe how parties should communicate. Stress that the protocols that govern communication over networks and the Internet are very complex, and that you don’t expect students to understand them in great detail. 

· Compare protocols to spoken language. In order for two people to communicate, they must share a common language. If one person speaks only Danish and the other only Hebrew, they won’t be able to communicate. But if both also speak English, they could agree to use that as a common language. Likewise, networks must agree on a common language. The language, or protocol, of the Internet, is TCP/IP. While some networks use other communication protocols, they must also be able to “speak” TCP/IP in order to communicate over the Internet.

· Describe what a communications protocol can do, beginning with dividing data into packets, and moving on to packet routing. Explain briefly how packets are assembled at the destination to make a complete message. 
· Make sure students understand the difference between a circuit switching network (like the telephone system) and a packet switching system (the Internet, and local area networks). Networks designed for computer data typically use packet switching technology, in which a message is divided into small units, called packets, and each packet is addressed to the same destination. The method for creating packets, sending packets from one device to another, and preventing packets from colliding depends on the network access method and communications protocol.

· Compare a telephone network’s circuit switching technology with a computer network’s packet switching technology. Ask students why packet switching is a more robust way to transport data.

· Help students understand why synchronous protocol is not normally used between microcomputers, by pointing out that any discrepancy between the clocks (due to time zone changes or small errors in programming) would cause errors in data transmission. While synchronous protocols work well on a computer main circuit board where only one clock is used, asynchronous protocols ensure better accuracy when transmitting data between computers.

· Students may already be familiar with devices using simplex, half-duplex, and full-duplex communications, even if they are not familiar with the terminology. Use the examples given in the text to discuss these communications systems.


Quick Quiz
1. A local area network that treats every computer as an equal, is known as a(n) ___________________ network.

2. True/False: Fiber optic cable consists of a copper wire encased in a non-conducting insulator, a foil shield, a woven metal outer shield, and a plastic outer coating.

3. Networks that connect all devices in a circle, with each device having exactly two neighbors, use which topology? 

a. Star topology

b. Ring topology

c. Bus topology

d. Token Ring topology


Quick Quiz Answers

1: Peer-to-peer

2: False

3: B

Classroom Activity
Does your classroom have a computer that is connected to a campus network? If so, have the class examine the connections. What kind of cable is in use? To what kind of device is the computer connected? A hub? Something else? If the connection is wireless, where is the wireless hub? If necessary, take a field trip to the hub to see what it looks like. Does your building have a cable room (or closet) where network connections come together? Visit that room as well.
Section B: Local Area Network
LAN Standards

This section provides an overview of the different standards. Key terms include ARCnet, Token Ring, and FDDI.
Discussion topics include:
· What is a LAN standard? A LAN standard defines the technology used to set up a network, and to move data around the network. 
· The history of LAN standards, beginning with ARCnet, moving through Token Ring, and ending with FDDI. While it’s good to understand the background, students don’t need to get too concerned with the specifics of these standards. Spend more time on the following two sections, Ethernet and Wi-Fi.


Ethernet

This section explains one of the most common standards, Ethernet. Key terms include CSMA/CD and related terms.
· Ethernet has a large installed base. Eight-five percent of all LANs use Ethernet technology. 
· Packet behavior. The Ethernet standard defines how packets are passed along the network, what happens when two or more packets collide, the speed at which packets travel and what sort of cables and topology the network uses. Use Figures 5-20, 5-21, and 5-22 to discuss the specifics of Ethernet and its requirements.

Wi-Fi
In this section, students learn more about Wi-Fi technology. Key terms include war driving, WEP, Wi-Fi card, wireless access point, and Bluetooth. 

Discussion topics include:
· Wi-Fi specifies the hardware, the type of transmission medium and the transmission speed. 
· If your campus offers a Wi-Fi network, ask the class if they use it. Is it reliable?
· What are some disadvantages of Wi-Fi? Is the connection always available?

HomePNA and HomePLC Networks

This section discusses these two types of networks.
Discussion topics include:
· Ask if any students are familiar with these technologies. They are not yet widely available. Point out that they are slow, compared to Ethernet. Can students think of situations where these technologies might be preferred, despite their slow speed?
Installing a LAN

This section provides an overview, in photographs, of the procedure for installing a LAN. 

Discussion topics include:
· Have any students set up a home network? Refer to the photographs in Figure 5-29 when discussing how to set up a network. 

· The key hardware component for connecting a computer to a local area network is a network interface card, or NIC. A NIC is typically inserted into an expansion slot or PCMCIA slot, and then connected by cable to a device called a network hub, which is a centralized connection point for all of the network devices.
·  If you have a network card that is not in use, you might bring it to class as a visual aid. Ask your tech support department if they have any "dead" network cards you could have. Other network equipment, such as hubs, routers, and repeaters, would be helpful to present in class.


Using a LAN

This section focuses mostly on My Network Places in Windows. 

Discussion topics include:
· Most students have had experience with a LAN, though they may not know it! When they use a computer in the library to print a document, or access the Internet, they are using a LAN. Use this as an example to stress that in many cases using a LAN is transparent. 
· Demonstrate My Network Places in Windows to show students how to make folders and drives available to other users. 

Quick Quiz
1. Wireless networks use a(n) _______________ to perform the same function as a hub or router on a wired network.

2. True/False: Security is not a concern on wireless networks because the technology prevents interception of data.

3. Which IBM network technology is becoming obsolete as an office network solution? 

a. Token Ring technology
b. FDDI
c. ARCnet
d. IEEE
Quick Quiz Answers

1: Wireless access point

2: False

3: A
Classroom Activity
Open up your classroom computer, and show the students the network card. If possible, use old computer to have students practice inserting network cards into expansion ports.
Section C: Internet Building Blocks
Background
This section provides a history of the Internet.

Discussion topics include:
· The Internet evolved from an experimental network called ARPANET, which was developed in 1969 to help scientists communicate and share computing resources. Today, the Internet has expanded to nearly every country in the world and its traffic is measured in terabytes.

· Identifying the factors that contributed to the growth of the Internet. These include increasingly powerful computers, the introduction of a graphical user interface for navigation, and the need for businesses to communicate with partners and customers around the world.
· Discuss the current size of the Internet. Point out that while it may seem huge, most Internet users are still concentrated in North America and Western Europe. 

Internet Structure

This section explains the physical structure of the Internet. Key terms include network access points (NAP), PING, and Traceroute.
Discussion topics include:
· Use Figure 5-32 to discuss network access points and network service providers. Do the companies that run these (Sprint and AT&T, for example) “own” the Internet? No. Make sure students understand this. 
· If possible, demonstrate Traceroute and PING in class. These provide good concrete examples of data moving around the Internet. 
Course Lab: The Course Lab 5-C “Tracing Packets” deals with issues that relate to this section of the textbook. You might want to go through the lab during class time if you have a computer with a projection device. Or, assign this lab for students to do on their own.


ISP Infrastructure

This section explains the role of the ISP in the context of the Internet.

Discussion topics include:
· The job of the ISP. Internet Service Providers operate hardware and software that enable users to connect to the Internet. These include modem banks, e-mail servers, and devices like domain name servers. Use the diagram in Figure 5-34 to discuss the various hardware.  

· Making the actual connection. Many students have difficulty understanding what it takes to make the physical connection to the Internet.  Discussing ISP infrastructure is useful for students who are still vague about the process.  

Internet Protocols

This section introduces Internet protocols. Key terms include intranet, TCP and IP, 
Discussion topics include:
· TCP/IP is the protocol of the Internet. Review the definition of protocol, covered earlier in this chapter. Use Figure 5-36 to discuss other Internet protocols such as HTTP and FTP.

· You can demonstrate some of the other protocols used on the Internet and listed in Figure 5-36. For example, open a Web browser and type an address that uses the HTTP protocol to visit a Web page. Type an address that uses the FTP protocol to transfer files. Open an e-mail application and show how it’s set up to receive messages using the POP protocol and send them using the SMTP protocol. If you have network access to a UNIX computer, you could demonstrate the TELNET protocol.


IP Addresses

This section explains IP addresses. Key terms include static IP addresses, and dynamic IP addresses. 
Discussion topics include:
· The difference between IP addresses and domain names. Each server on the Internet has a unique identifying number called an IP address and many also have an easy-to-remember domain name, such as www.spiegel.com. The IP address is a unique identifying number of a host computer consisting of a set of four numbers between 0 and 255 separated by periods, e.g., 204.146.144.253. Because this set of numbers is difficult to remember, hosts are usually assigned a domain name, an easy-to remember IP name consisting of lowercase letters ending with a three-letter extension that indicates its top-level domain, e.g., school.edu.

· The computers on the Internet know where to send a packet of data by using the IP address of its destination; at each intersection on the backbone, the data’s IP address is examined by a router, which forwards the data towards its destination.
· Look at some IP addresses in context. You can examine the properties of an e-mail message to find the IP addresses of the servers that transferred the message from one destination to another. In Microsoft Outlook, for example, right-click a message and then click Options to open the Message Options dialog box. Scroll through the Internet headers to see the IP addresses of the servers that handled the e-mail messages.

· Static and dynamic IP addressing. Point out that in most cases, the IP address is transparent for the user. Students don’t need to know their IP address to check e-mail, surf the Web, or do any of their usual activities. 

Domain Names

In this section, students learn more about domain names. Key terms include Domain Name System (DNS), domain name servers, and ICANN. 
Discussion topics include:
· Top-level domains. Use Figure 5-38 to discuss these. You can have students research top-level domains to discover which names have been proposed in addition to the ones listed in Figure 5-38.
· Relationship between IP addresses and domain names, and the role of the domain name server. 

· The difference between domain names and URLs. A URL is an Internet address of a document on a computer, whereas a domain name is the IP address of a computer. 

· Visit www.networksolutions.com to learn how to select and register a domain name. Figure 5-40 illustrations this process. 

Quick Quiz
1. A utility called ________ records a packet’s path from your computer to its destination.

2. True/False: The Web server name is in a URL and the e-mail server name is in an e-mail addresses.
3. A domain name that ends with an extension that is restricted to U.S. Government agencies is ______.
a. gov
b. net
c. edu
d. org

Quick Quiz Answers

1: Tracert

2: True

3: A


Classroom Activity

Discuss the decentralized nature of the Internet. Is this a good thing? Should some agency be “in charge” of the Internet? How might restricting access or content interfere with United States laws and traditions?

Would students support some restrictions on the Internet? Divide the students into groups and assign each group a position. Those in favor of content restrictions should debate those who oppose all restrictions.  

Section C: Internet Access
Dial-up Connections
This section explains how dial-up Internet connections work. Key terms include POTS, modulation, demodulation, Voice over IP, baud rate, V.90, V.92, V.44, downstream, and upstream.
Discussion topics include:
· Why is dial-up slow? Use Figure 5-42 to show the links in a dial-up connection. These might help students understand why at times the Internet seems slow (if Internet traffic is high). Many students wonder why some pages load more quickly than others, or why some sites seem slower during certain times of the day when the speed of their modem remains constant. Review with students the difference between connection speed and transfer rate, and discuss the reasons why data is not always transferred at their modem’s highest speed.
· Does your school provide dial-up Internet access to students (so they can use their home computers)? If so, your technical support department might provide an information guide and software. You can obtain this and discuss the procedures with your students.  At this time it is important to reinforce the connection to the Internet does not relate to the size the hard drive or RAM capacity.
· New modem technologies. Manufacturers continue to make faster modems, such as the V.44.
Cable Modem Connections
This section discusses connecting to the Internet via cable modem. Key terms include head-end, always-on connection and DOCSIS. 

Discussion topics include:
· How to set up a cable modem connection. The photograph in Figure 5-47 is very useful.
· Many cable TV companies are also Internet service providers, although they will usually only provide service to those who also utilize their cable TV services. Since most communities have only one major cable provider, your local provider choices may be limited.
· Do local cable provides offer cable modem access? Ask students to research your local cable television service provider on the Internet to see if they provide Internet access. If they do, students should report on what the company requires (for example, must you have a cable modem or will they provide one), what kinds of services they provide, and how much they charge for the services.
· Pros and cons of dial-up and cable modem connections. For example, what advantages does the cable modem’s always-on connection provide? What risks does this type of connection introduce? 


DSL, ISDN, T1, and T3
This section discusses these telephone company options.

Discussion topics include:
· Digital technology. The advantage these connection lines offer is that they are completely digital, so data does not have to be converted from analog to digital as it does when you use a dial-up connection. 
· Voice and data simultaneously. You can be connected to the Internet, and still talk on the telephone.

· How to set up a DSL connection. Use Figure 5-50 to show how you can set up a personal computer to use a DSL line. 
· What is ISDN? ISDN connections are also faster than a dial-up connection, but not as fast as DSL or cable modems. Though ISDN lines can be affordable, they are most often used by businesses with small LANs. Is ISDN available to customers in your area? 

· T1 and T3 services are fast, but expensive and only appropriate for larger companies.


Direct Satellite Service
This section explains how direct satellite service works. 

Discussion topics include:
· Who should use this? Communication with a DSS is a good choice for rural areas where options are limited, but usually not a great choice when other options such as cable modem or DSL are available. DSS is subject to delays caused by weather, and is slow upstream.

LAN Internet Access
This section describes how to connect to the Internet through a shared Internet connection on a LAN.

Discussion topics include:
· An Internet connection is a LAN resources, just the same as a shared printer. Several networked computers can share one connection. Figure 5-52 illustrates several methods for configuring a network to share an Internet connection.
Mobile Internet Access
This section discusses mobile Internet access. Some students may already have devices that provide this. Key terms include Wi-Fi hotspot, WISP, and WAP. 

Discussion topics include:
· Cellular phones, PDAs, notebook and tablet computers can be configured for mobile Internet access. Text messaging is increasingly popular on cell phones. On the board or a flip chart, map out the path that a text message takes from sender to receiver.

· What kind of services do these devices offer? Page 265 provides an overview of many of them. Do any students take advantage of any of these services?

· Cellular service. This technology is changing rapidly. Use Figure 5-56 to discuss some of the types of services provided. Ask students to bring in ads from cell phone companies in your area to see how they compare.

· Cellular-ready modems provide Internet access that is in most cases quite slow. Make sure that students do not confuse this with wireless Internet access such as that provided by a Wi-Fi network.
Student Edition Lab: Refer students to the New Perspectives Web site for a Student Edition Lab called “Wireless Networking.”


Internet Connection Roundup

In this section, students can review everything they’ve learned, and compare all the technologies. 

Discussion topics include:
· Figure 5-57 provides a good overview of nearly every type of Internet access. You could use this table throughout the chapter as you discuss the various options.

Quick Quiz
1. The satellite dishes located at television broadcast stations are referred to as the _________ of a cable modem system.

2. True/False: Mobile devices such as cell phones can use the WSP protocol to view Internet content.

3. The Internet access type that requires  a computer located within 3 miles of local telephone switch is/are __________.
a. ISDN

b. DSL

c. Satellite

d. Both a and b

Quick Quiz Answers

1: Head-end

2: False

3: B


Online Activity

What Internet options are available with your students’ cell phone service? Ask students to use the Internet to visit their cellular phone service provider’s Web site and learn about what Internet services they could subscribe to, if they don’t already. How much does the service cost? 

TechTalk

Internet Access Security
Discuss methods for securing a computer with an always-on Internet connection. Do any students use firewall software? On the demonstration computer in class, visit the Web site of a firewall software vendor such as ZoneLabs, which makes ZoneAlarm. Review the features of this product, and discuss how you would use it at home or in a business.
Course Lab: The Course Lab 5-D “Securing Your Connection” deals with issues that relate to this section of the textbook. You might want to go through the lab during class time if you have a computer with a projection device. Or, assign this lab for students to do on their own.

Issue

Free Wi-Fi
This Issue describes free WLANs based on Wi-Fi technology. Do students know of any free WLANs in their area? Debate the ethics, advantages and disadvantages of free wireless Internet access.
Computers in Context
Education 
Ask students to relay some of their early experiences with computers in the classroom. Discuss the options offered at your school, such as distance learning. 
Chapter Discussion Questions

1 Network technology is changing rapidly. What problems do networks still need to solve? Do you think networks themselves will be eclipsed by some other type of technology? If so, what characteristics would it have?

2 The Internet has experienced unprecedented growth in recent years and is now part of global life. As the “network of networks,” what special technological and ethical problems do Internet users need to solve? Are the technological and ethical problems any different for those who create technology for the Internet? Do you think the growth of the Internet should be limited?

3 What is your idea of the ideal Internet access? What is necessary to make that happen?

4 Home networks are becoming increasingly popular. Why would anyone want a home network? What advantages do they offer to home users? What are the drawbacks?

Key Terms

	Always-on connection
	Always connected to the Internet

	ARCnet
	One of the oldest, simples and least expensive LAN technologies

	Asynchronous protocol
	Require the transmitting computer to send a start bit that indicates the beginning of a packet

	Bandwidth
	Transmission capacity of a communications channel

	Baud rate
	The number of times per second that a signal in a communications channel varies or makes a transition between states

	Bluetooth
	Wireless standard operates at speeds up to 700 Kbps

	Bridge
	A device that connects two networks, and which simply transfers data without regard to its format

	Broadband
	High-bandwidth communications systems

	Bus topology
	A network topology that joins all devices along a common backbone, in a row, like seats on a bus

	Cable modem
	Converts your computer’s signal into one that can travel over the CATV network

	Checksum
	A number that represents the total number of bits sent; used to verify transmission accuracy

	Circuit switching
	Establishes a private link between one telephone and another for the duration of a call

	Client/server network
	Contains one or more computers configured with server software

	Coaxial cable
	Consists of copper wire encased in a non-conducting insulator, a foil shield, a woven metal outer shield, and a plastic out coating

	Communications channel
	A physical path or a frequency for a signal transmission

	Communications protocol
	Set of rules for efficiency transmitting data from one network node to another

	Communications satellites
	Earth-orbiting satellites that play an important role in long-distance communication

	CSMA/CD
	Carrier sense multiple access with collision detection

	Cyclic redundancy check
	An error-checking calculation similar to a checksum

	Demodulation
	Changing a signal back to its original state

	Direct satellite service
	Uses a geosynchronous or low-earth satellite to send television, voice, or computer data directly to a satellite disk owned by an individual.

	DOCSIS
	Data over Cable Service Interface Specification is a security technology that filters packets to certain ports

	Domain name
	Key component of URLs and e-mail addresses

	Domain name servers
	Computers that host database

	Domain Name System
	Huge database that stores every domain name with its corresponding  unique IP address

	Downstream
	Data that you receive

	Drive mapping
	Windows terminology for assigning a drive letter to a storage device that’s located on a different workstation

	DSL
	Digital Subscriber Line is a high-speed, digital, always-on, Internet access technology that runs over standard phone lines

	DSL modem
	Manages the interface between your computer and a DSL line

	DSLAM
	DSL Access Multiplexor is special equipment used to interpret data signals

	Dynamic IP addresses
	Temporarily assigned IP address

	Ethernet
	Most widely implemented network technologies

	Ethernet card
	A type of network interface care that supports Ethernet protocols

	Extranet
	Similar to a private network except that it allows password-protected access by authorized outside users

	FDDI
	Fiber Distributed Data Interconnect is a specification for a type of high-speed network that uses fiber-optic cable to link workstations

	Fiber-optic cable
	Bundle of extremely thin tubes of glass

	Firewall software
	Designed to analyze and control incoming and outgoing packets

	Full duplex
	Type of communication in which it is possible to send and receive at the same time

	Gateway
	A device that joins two dissimilar networks, converting data from one format to another

	Half duplex
	A type of communication that allows you to send and receive data, but not at the same time

	Handshaking
	Process for Protocols to help two communications devices negotiate and establish communications 

	Head-end
	Satellite disk at which television broadcasts are received and retransmitted

	HomePLC network
	Uses a building’s existing power line cables to connect network nodes

	HomePNA network
	Makes use of a building’s existing telephone cables to connect network nodes

	Hot spot
	The range of coverage offered by a wireless network

	Hub
	A device that connects several nodes of a local area network

	ICANN
	Internet Corporation for Assigned Names and Numbers coordinates the technical management of the Internet’s domain name system

	Infrared light
	Beams of light to change television channels

	Intranet
	Is a network that uses TCP/IP protocols and provides many of the same services as the Internet

	IP
	Internet Protocol is responsible for addressing packets so that they can routed to their destination

	IP addresses
	Addresses that identify computers on the Internet

	ISDN
	Integrated Services Digital Network are connections that move data at speeds 64 Kbps or 128 Kbps

	ISDN terminal adapter
	Connects a computer to a telephone wall jack, and translates the computer’s digital signals into a different kind of digital signal that can travel over ISDN connection

	LAN
	A data communications network that typically connects personal computers within a very limited geographical area

	Latency
	Elapsed time for the round-trip message

	MAN
	A public high-speed network capable of voice and data transmission within a range of about 50 miles

	Mesh topology
	A network topology that connects each network device to many other network devices, so that data can take any of several possible paths from source to destination

	Microwaves
	Electromagnetic signals aimed in a single direction

	Modulation
	Changing the characteristics of a signal

	NAN
	A data communications network that provides connectivity within a limited geographical area, usually spread over several buildings.

	Narrowband
	Low-bandwidth communications systems

	Network access points
	Locations on the Internet backbone where segments maintained by different communications companies are linked together

	Network Address Translation
	Provides private IP addresses to hide LAN workstations from Internet intruders; used as a line of defense

	Network service providers
	Such as MCI, Sprint, UUNET, or AT&T, supply ISPs with access to high-speed transmission lines that form the backbone of the Internet; also provide routers at network connection points

	Node
	Each connection point on a network

	Octet
	A section of an IP address

	Packet
	A “parcel” of data that is sent across a computer network

	Packet switching
	A message is divided several packets that can be routed independently to their new destination to avoid out-of-service or congested links

	PAN
	Personal Area Network; a wireless interconnection between devices located not more than about 30 feet apart

	Peer-to-Peer network
	Treats every computer as an “equal” so that workstations can run local applications and also provide network resources

	Physical topology
	Layout of devices, wires, and cables on a network

	Ping
	Internet utility that sends signals to a specific Internet address and waits for a reply

	POTS
	Transports data between your computer and your ISP

	Private IP address
	Cannot be routed over the Internet

	Repeater
	A device found on LAN and the Internet that amplifies and regenerates signals so that they can retain the necessary strength to reach their destinations

	RF signals
	Radio waves sent and received by transceivers

	Ring topology
	A network topology that connects all devices in a circle

	Router
	A device connected to at least two networks

	Shared resources
	Hardware, software, and data that is made available for authorized users via a network

	Simplex
	Type of communication in which a signal travels in only one direction

	Star topology
	A network topology that connects all devices arranged around a central connection point

	Static IP address
	Permanently assigned IP address

	Synchronous protocol
	The sender and receiver are synchronized by a signal called a clock

	T1
	High-speed digital network supports 24 individual channels

	T3
	High-speed digital network supports 672 individual channels

	TCP
	Transmission Control Protocol that breaks a message or file into packets

	Token Ring network
	Connects nodes in a physical star configuration

	Top-level domain
	A domain name that ends with an extension

	Traceroute
	A utility that records a packet’s path

	Transceiver
	Combination of a transmitter and a receiver

	Transponder
	Receives a signal, amplifies it, then transmits the signal back to a ground station on earth 

	Tree topology
	A network topology that is a blend of star and bus

	Twisted-pair cable
	Contain four pairs of copper wires

	Uplink port
	Connects hubs to each other

	Upstream
	The data that you send

	V.44
	Slightly faster speeds  that V.90

	V.90
	Provides a theoretical maximum speed of 56 Kbps

	V.92
	Slightly faster speeds  that V.90

	Virtual private network
	A security option  that uses remote access servers and secure protocols for private communication over the Internet 

	Voice over IP
	Allows you to play games, and chat about moves all while you are online

	WAN
	Wide Area Network; covers a large geographical area and may consist of several smaller networks

	WAP
	Wireless Access Protocol; a communication protocol  that provides Internet access from handheld devices

	War driving
	Unauthorized access to a wireless network from a car

	WEP
	Wireless Equivalent Protocol; an encrypting technique used on wireless networks

	Wi Fi
	Wireless fidelity operates at 11 Mbps

	Wi-Fi card
	A network card that contains a transmitter, receiver, and antenna to transmit wireless signals

	Wi-Fi hotspot
	A wireless broadband Internet service offered in public locations such as coffee shops, bookstores, and airports.

	Wired network
	A network where data travels from one device to another over cables

	Wireless access point
	Performs same function as a hub or router in a wired Ethernet network; broadcasts signals to any devices with compatible Wi-Fi cards

	Wireless network
	Uses radio frequencies, instead of cables to send data from one network node to another

	WISP
	Wireless ISP; a company that provides a public Wi-Fi network




































































